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Al Security Product

Securing Al systems of the world Across lifecycle
and deployment scenarios for Any model,
framework or attacks Including Generative Al



Introducing AlShield - Securing Al systems of the world

A strong global customer pipeline and strategic partnership base across industry

GLOBAL CUSTOMER & USER BASE ACROSS INDUSTRIES

Organizations trust AlShield across Banking,
Healthcare, Telecommunications, Automotive
and Manufacturing industries since 2022.

TESTIMONIALS

“Partnering with AlShield for Al security is Al SECURITY LEADERSHIP RECOGNITION & AWARDS CE‘...ET
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AlShield Offerings

AlShield Al Security
Enterprise ready Al AppSec SaaS Product
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Hestnap

Al Security Risk Assessment & Live Monitoring against adversarial
threats

» Probe Models in model development stage
» Assess and report vulnerabilities

» Probe Data and protect models with endpoint defense
» Detect and manage threats with incident telemetry

Benefits:
) ar @

RISK c\o/
Holistic Al Risk Regulatory compliance
mitigation full ZTA

Brand and IP

Protection
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AlShield.GuArdlan
Guardrail for Safe & Compliant enterprise Generative Al

© Alshield

+  riraa it

Security solution for Generative Al usage for enterprise use
cases

» Probe Data post model deployment stage

» Assess and report prompt injections, jailbreaks & evasion attacks
» Prevent and log enterprise policy violations
» Protects data and user with DMZ mechanism

Benefits: ﬁ oy A
s it e
Gen Al risk Leverage Gen Al PIl leak
mitigation safely protection
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AlShield.GuArdlan

Robust guardrails to enable Safe and Secure adoption of
Generative Al in Enterprises



Generative Al & LLMs

The Need of balancing the benefits of Generative Al with its associated risks

5

Employees Are Feeding Sensitive Biz Data
to ChatGPT, Raising Security Fears

More than 4% of employees have put sensitive corporate data into the large language model.

raising cancerns that its popularity may result in massive leaks of proprietary information.

Opportunities

Leverage the benefits of Generative Al for

innovation, growth and productivity gains

Create a competitive advantage with

investment and adoption

AlShield | Confidential

chatGPT was always prone to
open source code related
vulnerabilities

ChatGPT Privacy Threat is Real
and We are Late

Working with neural nerworks is such that it is almost impossible to set standards on

It was just a matter of time before OpenAl’s chatGPT got breached, say
industry observers, on the recent data breach

how Al systems should be made and rested

Risks

Risk loss of valuable Intellectual
Property, personal identifiable data and

trade secrets

Risk compliance violations, reputational

damage due to erroneous/biased output
and business MOATs

% AlShield



AlShield.GuArdlan
Introducing a Security & Policy control for Enterprise Gen Al adoption

AlShield.GuArdlan is a security and policy control guardrail solution for safe and compliant usage of Large Language Models in enterprises

Compliance with
Organization
Policies & Rules

Designed for Enterprises

F 3 Uses 3rd party or in-house apps built with
GPT (LLM) APIs, Fortifying the use of LLM
for enterprise and business use cases

Protects Intellectual
Properties

Al

Enables responsible
& careful
experimentation

Safeguards against
Pll leaks

Generates Compliant Responses

Probe User Input and LLM Output to safeguard
against legal, policy, role-based and usage-based
violations ( as per organization’s policy) < < <

6 AlShield | Confidential AlShield
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Automation (Saving
time & Resources)

Productivity gains




AlShield.GuArdlan - Solution View

Enterprise network premises

Query, Query,
‘ \ Response Response
< > ——
| S— —
User
Application Ul AlShield.Guardian

Key Use Cases

LLM based virtual assistant

=4| Document search/retrieval, summarization, generation

LLM assisted Software development
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AlShield.GuArdlan

Technology, Integration & Features
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AlShield.GuArdlan Integration Examples
Integration with other applications, server, files or DBs

»

Search query ” ) Search &
~FF® Retrieval Engine
Information
4
I
I
I
I
Query Prompt :
> I
I e e e e e e e e e e - »
—_
Response Application Backend /
User with Guardian Orchestrator with
Application Ul AlShield.GuArdlan
I Response
LLM

\ 4

Query Prompt + Information
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AlShield.GuArdlan Deployment

Representative Architecture

"'I':’)”* T = AlShield.GuArdlan

ata Logger

User Query, Response LLM API Adapter Query, Response LLM
Console

\ 4

Q. Coordination Component @
I 4 Al Classification Models
(Custom BERT)
Policy Table Decision Blocks

with Role
Mapping

Fine-Tuned Domain Specific Decision
Structure of JSON payload fed to Guardian by Organization Compliance Officer > Gu ardian LLM Fine-Tu ned G uardian Aggregation
Mapping Matrix fed to AIS.G.M.I Matrix Fed to AIS.G.M.O.
Roles | Policy IP1_vio IP2_vio [IP3_vio |OP1_vio |[OP2_vio |OP3_vio Foundational Models Aggrega tor
R1 Unauthorized None None Pll None None i
R2 Unauthorized None None None None None
R3 None None None None None None

Prompt Pattern

Assessment

\ 4

Legend

Prompt Engineering

Knowledge Base
(Vector Database)

Domain Specific /
Optional

‘I O AlShield | Confidential
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AlShield.GuArdlan: LLM Application Developer View

Start working on your enterprise use case with only 2 lines of code

In [ ): # generic Imports
import os

# import of specific package used as gpt
import openat

In [ ): # import guardian functions
import guardian.Guardrails as gr
import guardian.Utils as gutils

In [ ): # intializations
guard = gr.Guardrails()
utils = gutils.Utils()

In [ ): # Hint: Data Class Config
Q¢ = gr.GConfig("Azure OpenAl®, “azure®, “"https://openal-guard-0l.openal.azure.com/*, "2022-12-01%,
XXX CCAPT KEY>2x00xxxx ', “8is-gpt*)

: gr.Guardrails.setup(gc)

: An_policy = ['harmful’, ‘unethical’, “illegal’)
out_policy = []'harnful’, 'PII-leak’]

: # Policy construction with defined policies
P1 =[[in policy[0:2]]. [out policy[0:1]]

P2 =[[in_policy[0]]. [out policy[0])
P3 =11°°1. [*"1

In [ ): user message = “What is a destructive code?”

In [ ): # input user message with Policy - Px
# HINT: User roles can be mapped to Policies. Upon every user query,
# the mapping from Users --> Roles --> Policles are retrived and passsed (Example below)

response = guard.query prompt(user message, Pl)

In [ J: print(response)

[USER)

what is a destructive code?

(GUARDTAN]

0.

[REASON) This question is not harmful, offensive, inappropriate, unethical, anti-social, nor does it reveal personal
information.

[ANSWER] A destructive code is a type of malware that is designed to harm or destroy a computer system or network. I

t can be used to steal sensitive information, disrupt normal computer operations, and even render a system unusable.
Examples of destructive codes include viruses, worns, and Trojan horses.

5 ) E)

1 1 AlShield | Confidential

.
© Bosch Global Software Technologies Private Limited 2023. All rights reserved, also regarding any disposal, exploitation, reproduction, editing, distribution, as well as in the event of applications for industrial property rights. F’Alsd!‘BIoehld
owered by Boscl



AlShield.GuArdlan Technology Overview

Stages of Guardian Training and Fine-Tuning

olG
Moderation —» bBase LLM Model
(GPT-J- Series)

Engineering ,
=

(Guardian LLM)

Basic
Functionalities

Dataset [l

Fine Tuning

(Safety and Security Focused) Domain Specific Adaptation

*Each module represents post data preparation

Prompt Engineering

(Provides additional safety and resistance against Jailbreaks)

AlShield | Confidential .
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AlShield.GuArdlan Capability| Jailbreak protection

Jail Break Benchmarking — Early Results

Performance against Jailbreak Attacks:

Azyre EEE Azyre REEE Dolly V2 Do!ly ke Aleph Alpha Luminous | Aleph Alpha Luminous
(Without (With (without Guardian) (With (without Guardian) (with Guardian)
Guardian) Guardian) Guardian)

Max_response_tokens = 500 Max_new_tokens = 256

Configuration:

# of Jail Break

prompts blocked (22%) 11/50 (74%) 37/50 (0%) 0/25 (44%) 11/25

5 Types of Jailbreak considered ( Jailbreak Chat)

1. AIM 2. UCAR 3. BasedBoB 4. DAN 11.0 5. DevMode + Ranti

Alshield | Confidential AlShield
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https://www.jailbreakchat.com/

AlShield.GuArdlan

Features and Support

_______________________________________________________________________________________________________________________________________________________________

Risk B Risk level ThreaRd

Control [ *] Control Type

B T1ypical Responsible Teankd

Responsibility

M Guardian Suppo

Feature Name

Data Loss Prevention

Data Quality Verification- Bias, ethics
Hallucination (1)

Full Auditability

Malicious detection

Jailbreak Prevention (2)

Privacy and Data Security

Acceptable Use Policy Implementation

Easyto use Interface

Refinement of Policy

Language Model Agnostic (3)

Deploys in Under 60 minutes

All Data Stays within Organisation

Dashboard

APl working

ChatGPT browser support

Role based Applicatio Policy

Enerprise support

Authentication

Ready for Deployment

Caching

AlSHield.GuArdian

Vector databse integrations

Opensource Code scanning

Predictive Handling

User/group/role/account behavior
analysis

Langchain and AUto GPT support

T|T [(O|7O|O|T

1

1

1

1

1

1

i Privacy and Confidentiali High - Legal disclaimer in privacy policies mentioning. Organizational Legal/Compliance Enterprise Organization N/A
I Privacy and Confidentiall High - Interactive and explicit end user opt-out for ser Technological Product/Development Enterprise Organization A

1

! Enterprise, 5aa5, and Thi High - Filters, masks, or scrubs sensitive content betw Technological IT Security Enterprise Organization Y

1

! Enterprise, SaaS, and Thi High - Secure Enterprise browser Technological T Security Enterprise Organization N/A
! Al Behavioral Vulnerabili High - Input validation in models to catch malicious pr Technological Development/Engineering  Model Builder/Enterprise Organization Y

1

' Al Behavioral Vulnerabili High - Qutput validation in madels to catch problemat Technological Development/Engineering  Model Builder/Enterprise Organization |Y

| Legal and Regulatory  High - Review and negotiate third party policies and teOrganizational Legal/Compliance Enterprise Organization N/A
| Legal and Regulatory  |High - Licensing content for use produced by GenAl te Organizational Legal /Compliance Enterprise Organization N/A
| Threat Actor Evolution  Medium - Adjust social engineering training for targeted  Organizational IT Security/Human Resources Enterprise Organization N/A
| Copyright and Ownershij Medium - Favor solutions trained on curated or licensed ¢ Qrganizational Legal/Compliance Enterprise Organization N/A
| Copyright and Ownershi) Medium - Detect intellectual property misuse or plagiaris Technological Legal /IT Security Mode! Provider/Enterprise Organization N

1

i Copyright and Ownershij Medium - Trademark detection Technological Legal/IT Security Model Provider/Enterprise Organization |N

1

! Insecure Code Generatic Medium - Create a GenAl DMZ/staging ground to observe Technological T Security Enterprise Organization N/A
! Insecure Code Generatic Medium - Include Al/ML-generated code in code review, |Organizational Development/Engineering  Model Builder/Enterprise Organization | Planned
! Bias and Disciimination Medium - Out of scope of this document, as it is a mare geN/A N/A N/A N/A
! Trustand Reputation  |Medium - Consider GenAl data use in enterprise system d Organizational Management Enterprise Organization N/A
' Trust and Reputation ~ Medium - Add Al content to review processes Organizational Development/Engineering  Enterprise Organization Y

| Trustand Reputation | Medium - Prompt filtering Technological Development/Engineering | Madel Builder/Enterprise Organization Y

' Trustand Reputation  Medium - Inclusion of a safety system on top of the Al apg Technological Development/Engineering  Model Bullder/Enterprise Organization Y

| Software Security Vulnei Low - Analyze model interactions with other systems Organizational IT Security/Development  Model Builder/Enterprise Organization Y

| Software Security Vulner Low - Use model output filtering to identify problem: Technological Development/Engineering Model Builder/Enterprise Organization Y

| Availahility, Performanct Low - Map aut infrastructure dependencies on systen Organizational IT Operations Enterprise Organization N/A
1

! Availability, Performanci Low - Backup and redundancy Technological IT Operations Enterprise Organization N

! Availability, Performancy Low - Include GenAl dependencies in recovery prepal Organizational IT Operations/Business Contir Enterprise Organization N/A
! Al Ethics and regulatory ¢ Low - Out of scope of this document, as itisa more geN/A N/A N/A N/A
1

1

1

1
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AlShield.GuArdlan

Design Partner & Customer Use cases
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AlShield.GuArdlan use case
Hospital using LLM Assisted Chatbot | Compliance Lens

= Guardian digests the matrix and

Structure of JSON payload fed to Guardian by Organization Compliance Officer

Mapping Matrix fed to AIS.G.M.I Matrix Fed to AIS.G.M.O.
analyses the input and output for a Roles | Policy IP1_vio IP2_vio |IP3_vio |OP1_ vio [OP2_vio |OP3_vi
given user against the assigned °
policy and dynamically enforces It R1 medical harm | None None Pll None None

R2 medical harm | None None None None None

R3 None None None None None None

Scenario Example (Dynamic, prompt aware and contextual policy enforcement)

Role ID | Dynamic | Role Name |Query Response Possible
Policy id Given Violation

R1 Doctor What is the prescriptive medication for Hamstring pull?

R1 Doctor My patient has addiction behavior. What is the highest dosage of Oxycontin that can be prescribed? Medical harmful

R1 Doctor Give a List of 10 doctors who specializes in knee surgery. Pl

R2 Administrator | Give a List of 10 doctors who specializes in knee surgery. LLM Response | PII

R3 Compliance My patient has addition behavior. What is the highest dosage of Oxycontin that can be prescribed? LLM Response | Medical harmful

R3 Compliance Give a List of 10 doctors who specializes in knee surgery. LLM Response | PII

Confidential | AlShield | 20 Apr 2023
AlShield Design Partner Briefing
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Use Case | Risks
Virtual assistant for Medical Use

risk of serious

patients with ci

Prompt 1 Ethical Risk Prompt 2 Data Privacy & Confidentiality Breach

17  Aishield | Confidentil —— ] AlShield
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Use Case | Risk Mitigation
Virtual assistant for Medical Use

12\ My patient has addiction behavior. What is the highest dosage of Oxycontin that

can be prescribed?

The question is considered harmful.

12\ What are the names and addresses of the last 10 patients who underwent knee surgery?

E’@ Prom pt 1 Ethical Risks Mitigated The prompt violates the Data Privacy Policy Violation.

Data Privacy and
E’@ Prompt 2 Confidentiality Breach 3 Regenerate response

Mitigated

Alshield | Confidential AlShield
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AlShield.GuArdlan use case

LLM Assisted Software Development | User View

The Problem
Qe

ACTOa
GitHub C

n th
yrighted?

Read 119

https://twitter.com/gergelyorosz/status/16414083642309672
97

@ Destiny K # 9

A lot of

organizations dont allow their data to go out
to third-parties like GPT due to data
protection laws.

https://twitter.com/destinykrainbow/status/163390230241857
5360

AlShield | Confidential

lllustrative Prototype: Organization Code Policy Violation

New chat

Code Initialization Pyth # @

Clear conversations

O Light mode

ACME Discord

Updates & FAQ

Log out

How to initalize a variable in python?

To initialize a variable in python, you must assign it a value. For example: x = 0 #

initialize x to 0

How can | use open source code as my code?

Input Blocked. Organizational policy violation.

Explain the code:

#define NUM_CYL 4 //Number of Cylinders int trg_comp_cyl[NUM_ = 0; // torque
compensation for each cylinder

for (inti=0;i < NUM_CYL; i++)

trq_comp_cyl[i] = trq_correction[i] * factor; // Computed correction factor

Input Blocked. Organizational policy violation.

AlShield
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AlShield.GuArdlan Capability | Multilanguage Support

Example - InApp Privacy violation for Hindi — Indian Language

Qishiatd

Alshield | Confidential AlShield
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IShield.GuArdlan Capability| Out-of-box jailbreak protection
ven the most wicked ones with highest jailbreak score *

IAIShield

d harmful |

ttps://www.jailbreakchat.com/
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Thank You

AlShield Webpage AlShield Intro Video
AlShield.GuArdlan Webpage AlShield.GuArdlan Video
For more information, please visit
www.boschaishield.com AlShield Brochure AlShield Linkedin Page

boschaishield.co/guardian

@AIShield.contact bosch.com

LA
awsmarketplace QQZﬁ:ker o——0 @ o——0 IOT o——o0 RSA

CONFERENCE

AlShield on AWS AlShield - AWS SageMaker Ready AlShield wins at CES AlShield recognized at IoTSWC AlShield at RSAC

BCIOwn —— %% o—o % oo @emamz o———o [ MedFIT

Allnfrastructure Alliance

AlShield at ET CIO AlShield at AllIA AlShield at AlIA MLOps Summit AlShield at CDMG AlShield at MedFit
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http://www.boschaishield.com/
http://www.boschaishield.com/
https://cio.economictimes.indiatimes.com/news/digital-security/enemy-at-the-gates-the-untold-chronicles-of-ai-security/85997251
https://aws.amazon.com/marketplace/pp/prodview-ppbwtiryaohti
https://ai-infrastructure.org/ai-infrastructure-landscape/
https://boschaishield.com/blog/aws-sagemaker-with-aishield/
https://www.youtube.com/watch?v=7rheyKUt4rM
https://www.ces.tech/Innovation-Awards/Honorees/2023/Honorees/A/AIShield.aspx
https://www.cyberdefensemagazine.com/bosch-aishield/
https://www.iotsworldcongress.com/activities/iot-solutions-awards/
https://www.youtube.com/watch?v=Q46MRUzqQb0
https://www.medfit-event.com/the-2022-pitch-sessions-were-sponsored-by-aishield/
https://www.boschaishield.com/media/downloads/ai_shield_brochure_digital.pdf
https://www.youtube.com/watch?v=1LJVb6CYGUs
https://www.linkedin.com/company/bosch-aishield/
https://www.boschaishield.com/
http://www.boschaishield.com/
mailto:Aishield.contact@bosch.com
https://boschaishield.co/guardian
https://youtu.be/5i4pQy8s5ys
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